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ABSTRACT
DNS resolvers increasingly support various encryption protocols,
ensuring their communication with end clients remains confiden-
tial. The recursive-to-authoritative link has long been overlooked
though, despite multiple reports on traffic analysis and response in-
jection by state censors. The experimental RFC 9539 addresses this
confidentiality gap with a unilateral and opportunistic mechanism—
recursive resolvers probe nameservers for DNS-over-TLS or DNS-
over-QUIC support and, if successful, communicate over the en-
crypted channel. In this paper, we measure the deployment of
RFC 9539 (ADoT/ADoQ, hereafter ADoX) in the wild, covering
both recursive resolvers and authoritative nameservers. We iden-
tify fewer than 1% (3.1M) of registered domains supporting ADoX,
with one provider accounting for the vast majority of these deploy-
ments. Ultimately, our data-driven study informs DNS operators
that increasingly consider the adoption of ADoT/ADoQ but lack
concrete numbers on the current state of deployment.

CCS CONCEPTS
• Security and privacy→ Network security.
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1 INTRODUCTION
The Domain Name System (DNS) is one of the oldest network-
ing protocols to date [66, 67]. Yet, its original specification en-
sures neither message confidentiality, response integrity, nor data-
origin authentication. Previously, the DNS Security Extensions
(DNSSEC) [79–81] satisfied two of the above requirements. Yet,
DNS traffic remained in cleartext—exposing query metadata that
supports profiling, correlation, and censorship [1, 28, 35, 51, 72, 88].

Several mechanisms have emerged to address this confidential-
ity gap, including DNS-over-TLS (DoT) [46], DNS-over-HTTPS
(DoH) [40], and DNS-over-QUIC (DoQ) [48]. The extensions are re-
ceiving increasing support but remain under-represented compared
to traditional plaintext transport (Do53) [2]. Moreover, the proposed
techniques have primarily been deployed between stubs and recur-
sive resolvers [21]. The second part of the resolution chain, namely
recursive-to-authoritative, remains in cleartext. Although generally
considered less privacy-sensitive, such exchanges are still vulnera-
ble to response injection by national censors [1, 28, 72, 88] or traffic

analysis [35, 51]. Several countermeasures, including QNAME min-
imization [6, 7], local root [61], or aggressive DNSSEC caching [31]
minimize privacy breaches, but do not eliminate them completely.

While no protection against active attackers exists yet, Gill-
mor et al. [33] proposed a unilateral, opportunistic approach to
adding confidentiality on the recursive–to-authoritative path. The
experimental RFC 9539 specifies how resolvers can probe name-
servers over DoT or DoQ—termed ADoT/ADoQ or collectively
ADoX—without prior coordination. Several early adopters emerged
before the document was published, including theMeta (Facebook) /
Cloudflare [9] pilot, Google [15], and B-root [36, 37]. More recently,
substantial community outreach has aimed to drive ADoX deploy-
ment [22, 25, 29]. However, resolver operators note that investment
in encryption is hard to justify if authoritative nameservers do not
support it [25]—creating a “chicken-and-egg” problem that likewise
discourages nameserver operators.

Prior work examined the encryption support among selected
popular domains [21, 62, 63] as well as the presence of encrypted
queries on authoritative nameservers [89]. However, no study has
systematically quantified recursive-to-authoritative encryption at
the Internet scale. The ADoX specification explicitly calls for empir-
ical measurement to quantify early deployments and, more broadly,
to assess the value of rolling out the protocol [33]. Accordingly, we
provide data that supports operators in making informed ADoX de-
ployment decisions.We perform Internet-scale in-the-wildmeasure-
ments across the DNS resolution chain—root, TLDs, and registered
domains—and both open and closed resolvers. In our methodol-
ogy, we actively probe authoritative nameservers for ADoT/ADoQ
support and, when successful, resolve the domains they are au-
thoritative for. We additionally operate two custom domain names
reachable only over these encrypted transports to test whether
recursive resolvers can obtain answers for such zones.

In summary, our contributions are as follows:

• We identify 3.1M registered domains (0.96% of 320M an-
alyzed) with support for ADoT/ADoQ. A single provider
(One.com) accounts for the vast majority of deployments.

• We find that with ADoT support at one root server letter
(B-root) and five top-level domains (.cy, .arpa, .gr, .𝜺𝝀,
.kg), only 818 registered domains achieve a fully encrypted
recursive–to–authoritative path. No such path exists via
ADoQ.
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• We identify 100 ADoT-capable open resolvers, most of them
forwarding requests to Quad9. We found no ADoQ open
resolvers, nor any ADoT/ADoQ closed resolver.

2 BACKGROUND
This section reviews the three core DNS encryption protocols and
explains how two of them—DoT and DoQ—can be applied on the
recursive-to-authoritative link. We then survey ADoX support
across major DNS software vendors.

2.1 DNS Encryption Protocols
The IETF doh and dprive working groups, both concluded as of
August 2025, addressed DNS privacy. Below, we review the key
standards they proposed and how they compare to Do53.

DNS-over-TLS [46] is the first protocol in the series, leveraging
the Transport Layer Security (TLS) to hide DNS exchanges from
passive observers. Clients connect to servers on a well-known port
853 either opportunistically, or via the out-of-band key-pinned
authentication. At the time of writing, the protocol was primarily
targeted at the stub-to-recursive link (as per the working group
charter). Yet, it acknowledged that the scope could be broadened in
future to cover the recursive-to-authoritative scenario. Conversely,
DNS-over-HTTPS [40] reuses the established HTTPS protocol to
embed DNS messages in HTTP exchanges. It requires clients to
obtain the URI template (e.g., /dns-query?dns), leaving its discovery
outside the scope of the protocol and not mandating any default
value. More recently, DNS-over-QUIC [48] leveraged the newly
standardized transport to provide similar privacy guarantees to
DoT—both run on a dedicated port 853 and QUIC incorporates TLS
1.3 for authentication, key establishment, and encryption. DoQ is a
general-purpose DNS protocol applicable to traffic between stubs,
recursives, and authoritatives.

DNS encryption should not be confused with DNS Security Ex-
tensions (DNSSEC). The former ensures the channel privacy, while
the latter adds data authentication and integrity. Therefore, these
techniques are complementary.

2.2 Authoritative DoX
The RFC 9539 (Unilateral Opportunistic Deployment of Encrypted
Recursive-to-Authoritative DNS) details how the standards pre-
sented above apply to the communication between resolvers and
nameservers [33]. Broadly, the proposal aims to protect against
passive attackers while gaining initial operational experience on de-
ploying ADoX. The mechanism is unilateral (does not require prior
coordination) and opportunistic (encrypts what would otherwise be
sent in cleartext). DoT and DoQ both satisfy these requirements, as
clients can attempt to establish connections with nameservers on a
well-known port 853. Consequently, DoH is explicitly left outside
the scope of this proposal, as one cannot guess the URI template
of the remote endpoint. While the Discovery of Designated Re-
solvers (DDR) solved this problem for recursives [76], there is no
established signaling mechanism for nameservers. Some ongoing
work [3, 84, 85] may help address this problem in the future.

Recursive resolvers probe nameservers on one ormore encrypted
transports along with Do53, tracking all the successful and failed
connections. Authoritatives, in turn, commit to serve the same

data regardless of the chosen transport. They may optionally add
EDNS(0) padding to protect from trivial traffic analysis, but do not
need to provide any particular means of authentication. A self-
issued X.509 certificate is sufficient [33].

Note that RFC 9539 deliberately leaves server authentication out
of its scope, meaning that resolvers may be downgraded to cleartext
DNS either because of failed connection establishment or machine-
in-the-middle attack. This opportunistic nature of ADoX allows for
gradual deployment with protection from passive observers only.

2.3 Software Support
DNS software vendors have already released preliminary ADoX
implementations on both sides—resolvers and nameservers [24].
While mostly presented as experimental, they enable early adoption
and testing of recursive-to-authoritative encryption.

PowerDNS with its three products (PowerDNS Recursor, Pow-
erDNS Authoritative, and dnsdist) collectively supports all the DNS
encryption protocols [13]. They enabled opportunistic probing by
Recursor in 2022, initiating a DoT connection to nameservers in
parallel to Do53 [68]. PowerDNS Authoritative does not imple-
ment ADoX natively, but can be used in conjunction with the
dnsdist proxy [78]. Knot Resolver supports both DoH and DoT
transports [18], implementing a custom algorithm to auto-discover
DoT nameservers with the SPKI fingerprints [19]. The authoritative
Knot DNS, in turn, can provide DoQ [16] and DoT [17], the latter
also supported by authoritatives BIND9 [53] and NSD [71]. The
Unbound team reported on developing a non-public prototype of
the unilateral probing mechanism in 2023 [86].

3 AUTHORITATIVE NAMESERVERS
We now measure the ADoX adoption on the authoritative side,
analyzing root, top-level, and registered domains.

3.1 Methodology
We start by obtaining the list of top-level domains maintained by
the Internet Assigned Numbers Authority (IANA) [49]. We then
build the deduplicated dataset of registered domains from a passive
DNS feed [83], Google’s Certificate Transparency logs [12], and
the ICANN Centralized Zone Data Service (CZDS) [50]. We use
zdns [55] to map domains to NS records, followed by A/AAAA requests
to obtain nameserver IPs. We then perform an operational check
to find those nameservers supporting ADoT or ADoQ. We send
non-recursive queries using dnspython [34], disabling certificate
validation as allowed by RFC 9539. Having narrowed down the list
to those nameservers implementing ADoT or ADoQ, we finally
resolve each domain they are authoritative for directly. We keep
domains and nameservers that respond with NOERROR to our SOA

request when resolved over an encrypted transport.

3.2 Results
Table 1 summarizes the domain scan performed in November 2025.
It achieved broad coverage, encompassing the root, 1.4 k TLDs and
over 320M registered domains. We analyzed all the 754 k IPv4 and
95 k IPv6 authoritative nameserver IPs.
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Table 1: Summary of the ADoX scan performed in November
2025. We aggregate the results per root, top-level domains
(TLDs), and registered domains (RDs).

Domains Nameservers

Root TLDs RDs Root TLDs RDs

Total scanned 1 1,437 320,383,268 26 8,974 847,692

ADoT v4 1 5 3,047,567 1 7 1,385
ADoT v6 1 2 2,454,896 1 3 845

ADoQ v4 0 1 2,259,563 0 2 199
ADoQ v6 0 1 2,250,417 0 2 159

1 5 3,075,168 2 10 2,322Total ADoX (100%) (0.35%) (0.96%) (7.69%) (0.11%) (0.27%)

3.2.1 Adoption Rates. Overall, the deployment remains low, with
the great majority of nameservers timing out the probing encrypted
requests we sent—only 2.3 k authoritative nameservers out of 848 k
(or 0.27%) support ADoX. Having deliberately disabled the TLS
validation as per the RFC, our methodology would not reject, e.g.,
expired or self-signed certificates. Therefore, the failed requests are
due to timeouts or prematurely closed connections.

Next, we identify registered domains supporting ADoT or ADoQ.
We recall that as per our methodology, we define a domain name
reachable over an encrypted channel if its nameservers return the
NOERROR response code for the SOA query we sent over ADoT or
ADoQ.We successfully resolved 99.29% of domains served by ADoX
nameservers. The remaining 21.9 k failures were due to timeouts
(14.3 k domains) and DNS resolution failures (7.6 k domains). As a
result, only 0.96% of registered domains support ADoX.

ADoT is the preferred transport, with slightly more than 3M
reachable domains (IPv4 and IPv6 combined) compared to 2.3M
in ADoQ. There is also an apparent dominance of IPv4 over IPv6,
whether at the domain or nameserver levels (consistent with the
general population of nameservers which is dominated by IPv4).
While the vast majority of ADoT domains (79.13%) are reachable
over both address families, IPv6 is rarely (0.79%) implemented
alone. In ADoQ, the deployments are more uniform, with as many
as 98.31% of domains supporting both IPv4 and IPv6. Interest-
ingly, 2.2M domains (72.01%) out of 3.1M support all the protocol
combinations—ADoT and ADoQ over IPv4 and IPv6. We will later
show that these deployments are mainly driven by a single provider.

Moving up the DNS hierarchy, five top-level domains—.cy, .arpa,
.gr, .𝜺𝝀, .kg—support the recursive-to-authoritative encryption.
The .kg is the only TLD doing ADoT/ ADoQ over IPv4/IPv6. At the
root level, USC/ISI (B-root) runs the experimental ADoT service.
It is also the operator providing IPv4/IPv6 ADoT for .arpa, the
infrastructure TLD run by root server operators.

3.2.2 Operator Concentration. With only 2.3 k nameservers au-
thoritatively serving millions of ADoX domains, adoption is likely
driven by a small set of providers. We leverage the IPinfo Lite
API [54] to map nameserver IPs to autonomous system names to
reveal the organizations hosting the services.

Table 2 shows the top 10 organizations in terms of hosted name-
servers and corresponding registered domains. Overall, we iden-
tify 490 unique organizations behind 2,322 nameserver IPs—480
host ADoT nameservers, while 79 are behind ADoQ machines.

Table 2: Organizations hosting ADoX nameservers, number
of nameserver IPs, and number of domains they are authori-
tative for.

# ADoT ADoQ

Operator IPs Domains Operator IPs Domains

1. One.com A/S 24 2,008,043 One.com A/S 24 2,008,050
2. JSC "TIMEWEB" 9 369,648 WEDOS [..] 17 243,591
3. JSC "RetnNet" 1 358,043 NetActuate, Inc 3 11,323
4. WEDOS [..] 17 258,906 Hetzner [..] 58 3,530
5. Nazwa.pl Sp.z.o.o. 6 147,171 Naquadria S.R.L. 1 2,810
6. OVH SAS 126 115,814 Microsoft [..] 1 2,807
7. NAMESHIELD [..] 4 79,327 ip&more GmbH 4 2,669
8. WIIT AG 7 79,204 dataforest GmbH 2 2,669
9. Servergarden Kft. 6 39,549 CDLAN SpA 6 2,210
10. Hetzner [..] 254 31,422 NS3 s.r.l. 4 2,127

Table 3: ADoX nameservers aggregated by registered domain
names and the number of ADoX domains they are authorita-
tive for.

# Operator ADoT Domains Operator ADoQ Domains

1. *.one.com 1,472,781 *.one.com 1,472,787
2. *.hostnet.nl 403,216 *.hostnet.nl 403,217
3. *.timeweb.ru 372,676 *.wedos.cz 237,691
4. *.timeweb.org 372,645 *.wedos.eu 237,509
5. *.wedos.cz 253,048 *.wedos.com 237,295
6. *.wedos.eu 252,852 *.g1-dns.com 87,519
7. *.wedos.com 252,639 *.g1-dns.one 87,519
8. *.nazwa.pl 147,097 *.antagonist.nl 44,527
9. *.g1-dns.com 87,519 *.antagonist.net 44,527
10. *.g1-dns.one 87,519 *.desec.io 11,262
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Our measurements indicate three deployment patterns: i) central-
ized, provider-wide enablement (e.g., One.com A/S), ii) ADoX-as-a-
service for selected domains, and iii) infrastructure rental/colocation
for custom authoritative stacks (e.g., Hetzner).

ADoX deployment is highly concentrated: One.com accounts
for 2M ADoX domains, dwarfing the next providers by an order
of magnitude. In contrast, other operators (e.g., TIMEWEB, WE-
DOS, Nazwa.pl) each cover at most a few hundred thousand ADoT
domains or far fewer under ADoQ. Timeweb ranks second in the
number of ADoT domains but does not currently support ADoQ.
Its deployment spans two autonomous systems: JSC TIMEWEB and
JSC RetnNet. WEDOS, the EU-based DNS anycast provider, enables
both ADoT and ADoQ for 259 k and 244 k domains, respectively,
with fewer domains resolvable over ADoQ due to timeouts. Our
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Table 4: Top 20 highest ranked ADoT domains appearing in
the Tranco list.

Rank Domain Rank Domain

4. facebook.com 166. cdn77.org
11. instagram.com 169. wildberries.ru
24. fbcdn.net 251. wikimedia.org
31. wikipedia.org 278. facebook.net
37. whatsapp.net 398. wb.ru
58. whatsapp.com 521. timeweb.ru
90. root-servers.net 688. fb.com
91. wa.me 876. threads.com
93. cdninstagram.com 896. fbsbx.com
127. one.one 1178. odoo.com

ongoing longitudinal measurements show that this is a consistent
pattern rather than an individual scan artifact—WEDOS exhibits
lower success rates when queried over ADoQ (similar sporadic fail-
ures may affect other providers). We finally observe tenant-driven
deployments, such as 254 Hetznermachines serving 238 nameserver
domains, and 126 OVH servers behind 116 k ADoT domains. Public
claims of centralized ADoX remain sparse: among the top ten, only
Nazwa.pl Sp.z.o.o. and WEDOS publicly acknowledge ADoT [70]
or ADoQ [90] support.

Table 3 additionally aggregates ADoX nameservers by their
registered domain name, for example, ns1.one.com, ns2.one.com,
and ns3.one.com are represented as *.one.com. Overall, the ranking
is dominated by the same provider seen in the IP-level analysis.
One.com with its *.one.com, *.hostnet.nl, and *.antagonist.* (the
two organisations it previously acquired [73, 74]) nameservers com-
bined drives the ADoT and ADoQ deployment. We also see name-
server operators use different top-level domains for resiliency, such
as wedos.eu, wedos.cz, and wedos.com. This example also highlights
that no aggregation approach is perfect - while IP analysis may
point to infrastructure reuse within cloud providers (e.g., OVH or
Hetzner), same operator nameserver domains do not necessarily
lay under the same suffix. Finally, we recall that counts reported in
Table 2 and later Table 3 reflect both the supported protocols and
transient reachability issues.

3.2.3 Distribution of ADoX Domains by TLD. We now analyze
the distribution of registered ADoX domains by TLDs (e.g., .com,
.pl). Despite the apparent diversity, ADoX domains in all but three
TLDs are predominantly hosted by One.com—the major adopter of
recursive–to-authoritative encryption. Notable exceptions include
.cz and .ru, where over 99% of domains are served by WEDOS and
TIMEWEB, respectively; for .pl, Nazwa.pl is authoritative for 85%
of ADoT domains.

3.2.4 Domain Popularity. Raw domain counts quantify the ADoX
deployment but do not indicate whether those domains or name-
servers attract real client traffic. Ultimately, a single popular ADoX
domain can affect more end users than millions of low-profile ones.
Past incidents of on-path DNS manipulation affecting widely used
services (e.g., the November 2021 whatsapp.net case [10]) highlight
why prioritizing confidentiality on popular domains is dispropor-
tionately impactful [72].

We leverage the historical Tranco list to obtain popularity ranks
for all 3.1M domains at the time of our scan [77]. Overall, only
5.5 k entries appear in the top 1M—5.4 k ADoT and much fewer
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Figure 5: Fully encrypted ADoX resolution paths from the
root down to registered domains (RDs). No such path exists
for ADoQ.

(1.6 k) ADoQ domains. Figures 3 and 4 illustrate the cumulative
distributions of top 10 k and 1M ranks, respectively. ADoT domains
skew more popular: one appears in the top-10, nine in the top-100,
and 19 in the top-1,000. Table 4 lists the 20 most popular ADoT
domains—dominated by eleven Meta (Facebook)-operated domains,
such as facebook.com and whatsapp.com. Other prominent entries
include wikipedia.org and wikimedia.org of the Wikimedia Foun-
dation. By contrast, the most popular ADoQ domain appears at
rank 127 (one.one), followed by eu.org at 2,019 and one.com at 2,225.

3.2.5 Resolver-side ADoT Evidence fromQuad9. We now wonder
whether end clients actually generate traffic to domains served by
ADoX-enabled nameservers. Conventional passive DNS feeds have
no visibility into encrypted recursive-to-authoritative exchanges.
We therefore turn to Quad9—a major public resolver with millions
of users worldwide who enabled experimental ADoT on parts of
its infrastructure. They shared with us the list of 342 authorita-
tive servers Quad9 successfully queried via ADoT in October 2025.
These numbers, although an order of magnitude lower than those
observed in the wild, can be attributed to the resolver operator’s
partial deployment of ADoT. While no per-query data was shared
to protect user privacy, our measurements show the aforemen-
tioned ADoT 342 nameservers being authoritative for 447 k ADoT
registered domains.

3.2.6 Fully Encrypted Resolution Paths. Assuming resolvers have
empty caches and no local root zone, domain resolution starts at
one of the 13 root servers and proceeds down the hierarchy until
reaching the nameservers of registered domains. In this setting, a



Securing the Missing Link: Encrypted Recursive-to-Authoritative DNS in the Wild

fully encrypted path occurs when encryption is available at every
step traversed. Below, we check how many registered domains, if
any, have such a fully encrypted recursive-to-authoritative path.
We recall that stub-to-resolver encryption is also necessary for full
privacy, but is left outside the scope of this paper.

Figure 5 visualizes the available encrypted resolution paths. No
root letter supports DNS-over-QUIC as of November 2025, making
it impossible for any ADoQ domain to be resolved exclusively over
an encrypted channel. Moreover, only one TLD .kg is currently
ADoQ-reachable with as few as 24 unique ADoQ registered do-
mains beneath. We therefore shift our focus to ADoT, which is
supported by the B-root. Figure 5 shows the paths involving four
ADoT top-level domains. Note that we exclude .arpa as it is an in-
frastructure TLD with no user-registered domains. We once again
see .kg offering authoritative DoT in both address spaces for over
400 domains. Three other country-code TLDs contribute to the total
of 818 ADoT registered domains with the fully encrypted resolution
path (out of hundreds of billions of total resolution paths), making
up 0.03% of all ADoX domains or 0.0003% of all the scanned do-
mains. Note that resolvers must choose the B-root and send queries
over IPv4 to all but .kg TLD.

3.2.7 Response Consistency. The RFC 9539 dictates that an “au-
thoritative server implementing DoT or DoQ MUST populate the
response from the same authoritative zone data as the unencrypted
DNS transports [33].” We verify whether this requirement is met by
the ADoX nameservers identified in the wild. We do so by following
each ADoT/ADoQ SOA lookup as described in Section 3.1 with a reg-
ular Do53 request. We then compare non-empty NOERROR responses
returned by the same nameserver over different transports.

We identify 3,920 domains with response discrepancies served
by 118 nameservers. For the great majority of these domains (3,857),
the difference comes from the Time-to-Live (TTL) field of the re-
turned SOA record. Having manually verified these cases, we receive
varying TTLs even when querying over the same transport. For
example, the nameserver accounting for 1,477 domains serves TTL-
deviating responses from different instances, as evidenced by the
DNS Name Server Identifier (NSID) option [4]. The other type of
response discrepancy, although much less common (155 domains),
concerns the different SERIAL field. We recall that it is meant to be
incremented every time a change in a zone file occurs [66]. While
we do observe little changes (e.g., 61 and 62) or incremented num-
bers in each subsequent response returned (e.g., 1763561159 and
1763561172), our measurements mostly reveal persistent discrepan-
cies in the zone file versions served over Do53 and ADoT/ADoQ.

Overall, we link the observed phenomena to complex DNS in-
frastructure deployments (e.g., the use of anycast or load balancing)
rather than ADoX effects. As per RFC 9539, operators running a
pool of nameservers are advised to keep it in a homogeneous state.
This can be achieved by i) enabling the same encryption transport
on all the nodes, ii) mapping clients based on their IPs, or iii) only
forwarding encrypted client requests to encrypted nodes.

4 RECURSIVE RESOLVERS
We now set out to measure whether recursives can resolve domains
with nameservers only reachable over ADoT or ADoQ.

4.1 Methodology
We first configure two domains—adot.tld and adoq.tld—each ac-
cessible over ADoT and ADoQ only. We use Knot DNS [20] as a
backend nameserver and dnsdist as a load balancer. The latter pro-
vides extensive logging capabilities to let us observe decrypted in-
coming requests. Note that despite the two standards (ADoT/ADoQ)
running on distinct transport-port combinations, we set up the two
nameservers on separate servers to enforce a specific transport
only. For the same reason, we also disable Do53 on both.

We then collect various datasets of recursive resolvers to test,
including i) Open DNS API with open IPv4 resolvers [58, 69], ii)
IPv6 Hitlist with open IPv6 DNS servers [32], and iii) RIPE Atlas
with probes reaching local resolvers. We request open resolvers to
query a unique subdomain of [adot,adoq].tld so that we associate
domains seen on the nameservers to queried resolvers. For closed
resolvers, we request all the connected RIPE Atlas probes to send
such queries using their locally configured resolvers.

Using available lists of open resolvers alleviates the need to
generate billions of probing DNS requests ourselves. Importantly,
those services perform the Do53 discovery, potentially missing re-
solvers running on non-traditional ports or those only supporting
encrypted transports. Yet, the work of Ververis et al. [89] has shown
that encrypted resolvers did not manage to resolve the DoT/DoH
domain, even if the original client query was sent via an encrypted
channel. Nor there is any mechanism to instruct a resolver to per-
form ADoX. We therefore proceed with using our lists of Do53
resolvers to probe their support of ADoX.

4.2 Results
We performed the open resolver measurement in November 2025,
collecting 1.4M IPv4 resolvers and 366 k IPv6 hosts listening on port
53. None of those returned the response for the ADoQ domain, with
only 88 IPv4 and 12 IPv6 open resolvers sending the response for the
ADoT query. Focusing on these 100 resolvers, we determinewhether
they performed the resolution themselves or forwarded the request
upstream (a common practice among open resolvers [58, 69]). Only
three resolvers were not forwarders.

The absolute majority of the remaining 97 forwarders used
Quad9 as an upstream provider—we subsequently saw it querying
our nameservers from different backend IP addresses provided to
us by Quad9. Two open resolvers forwarded to the Foundation for
Applied Privacy that runs an experimental ADoT as part of its DNS
privacy services [30]. The remaining forwarders triggered lookups
coming from various cloud providers, including Amazon, I-Evolve,
and Netcup. With no visibility into the path between open resolvers
and their upstreams, we cannot conclude whether they used an
encrypted channel to relay their request. Our measurements also
did not identify experimental ADoT deployments of Cloudflare’s
1.1.1.1 or Google’s 8.8.8.8.

We then analyze two RIPE Atlas measurements covering 14 k
probes.We obtained no answers for the ADoQ domainwhile only 44
probes successfully resolved the ADoT domain, all via forwarding
to public resolvers - Quad9 (42 probes) and the Foundation for
Applied Privacy (2 probes). Accordingly, we did not observe any
closed resolvers supporting ADoX.
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5 RELATEDWORK
Priorwork highlights privacy risks on the recursive–to-authoritative
link. Queries can embed personally identifiable data [51], underscor-
ing caution even with aggregated sharing [52]. Plaintext transport
enables on-path manipulation with reports of interceptors/injectors
affecting root-server traffic [28, 72]. Hardaker [35] advocated serv-
ing the root zone locally to reduce exposure, but censorship has
also been observed on traffic to TLD nameservers [1].

A large body of work has examined DNS encryption on the stub-
recursive hop: its adoption, performance, and privacy properties.
The use of encrypted transports remains far less prevalent than
plaintext Do53 [65] across DoT [26], DoH [56], and DoQ [59]. While
encryption can add latency relative to plaintext [8, 14, 43, 60], sev-
eral studies report cases when it improves page load times [41, 42].
By contrast, our work focuses on the recursive-to-authoritative link.

The evidence on the privacy gains fromDNS encryption is mixed.
It can help circumvent censorship in some cases [39, 57], yet remains
vulnerable to traffic analysis even with padding [11, 45, 82, 87].
To avoid central points of observation or failure, Hounsel et al.
advocated distributing queries across multiple resolvers [44] so
that large public resolvers can be blocked or forced to downgrade
to plaintext [5, 47, 64]. Moreover, Hoang et al. found a limited
benefit when domains sit on unique servers, making them easily
identifiable by destination [38].

Four previous studies concerned authoritative-side encryption.
In 2019, Deccio et al. [21] found no TLD ADoT support and only 12
ADoT-capable nameserver IPs among the top-5 k Alexa domains.
Li et al. [63] confirmed that no TLD nameservers supported DoT
or DoH as of September 2022. Having further extended the mea-
surements to 3M registered domains, they found 295 DoT and 61
DoH nameservers. Next, Li et al. [62] took a different approach
and performed an Internet-wide probing of the IPv4 address space,
applying heuristics to identify authoritative nameservers reachable
over DoT, DoH, and DoQ. They also enriched the domain seed
with top 4M popular domains. The measurements, performed in
the second half of 2023, revealed several times more encrypted
nameservers than the previous work. More recently, Ververis et
al. [89] operated an ADoT/ADoH-reachable domain and observed
no encrypted resolver traffic despite stub-recursive support.

Our paper extends the existing work in several ways. We greatly
broaden the coverage, measuring 320M registered domains com-
pared to 4M in existing studies. This paper covers the two RFC 9539
encryption protocols (ADoT/ADoQ) and performs measurements
in both IPv4 and IPv6 address spaces.

6 DISCUSSION AND CONCLUSIONS
What our measurements show. Our work delivers an Internet-
scale, operator-attributed view of confidentiality on the recursive-
to-authoritative link. Rather than probing a handful of authorities,
we i) map support across roots, TLDs, and registered domains, ii) at-
tribute deployments to operators, and iii) provide the resolver-side
evidence of actual encrypted use. The resulting picture is consistent:
deployment exists but is sparse and highly concentrated. Fewer
than 1% of registered domains support ADoX, with one operator
(One.com) accounting for ∼2M of them. ADoQ is effectively ab-
sent at the root and nearly absent at TLDs. Under conservative

(cold-cache) assumptions, only 818 domains benefit from a fully
encrypted resolver-to-authoritative path via experimental ADoT at
B-root. The resolver-side evidence aligns with this observation: the
ADoT successes provided by Quad9 following their partial deploy-
ment cover 342 authoritative servers (with 447 k registered domains
behind as identified by our measurements) - a strict subset of what
exists Internet-wide.

Where the results meet operators today. The measurements
speak directly to operator sentiment captured at the IETF 123 ADoX
side meeting [25]: today’s encrypted authoritative traffic volumes
are tiny, the ADoT performance worries operators at scale, and
many prefer to land on ADoQ as implementations mature—yet the
ecosystem remains stuck in a “chicken-and-egg” dynamic. Our data
quantifies that impasse and indicates where movement matters the
most. Because deployment is concentrated, a small number of large
authorities and a few major resolvers can, if coordinated, deliver
disproportionate privacy gains quickly.

Next steps. Authoritative-side DNS privacy is early but action-
able. Our measurements establish a baseline, identify the operators
with the greatest leverage, and illuminate protocol and deployment
edges that currently limit impact the most. We hope this operator-
grounded evidence helps align resolvers, authorities, and standards
work on a pragmatic path, from opportunistic islands to material,
user-visible privacy on the recursive-to-authoritative link, in step
with the priorities and concerns voiced at IETF 123.

Community outreach is the most immediate next step for this
work. Our data reveal clusters in which enabling ADoT at a single
TLD could create fully encrypted resolution paths for hundreds of
thousands of registered domains. At the same time, given operators’
reluctance to deploy authoritative DNS encryption, evaluating the
performance of ADoT/ADoQ would help quantify the latency and
overhead introduced by these protocols. Such a follow-up study
would equip implementers with the evidence needed to build a
business case for adoption.
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